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AbstractBitcoin as institutional collateral represents a trillion-dollar thesis reshaping the 

architecture of secured lending. Yet institutional crypto-backed lending is categorically 

distinct from its retail counterpart: the risk architecture, collateral mechanics, and 

compliance framework demand a level of structural rigor that separates viable 

institutional programs from costly failures. This paper provides a comprehensive 

examination of the three-level collateral structure underpinning institutional crypto-

backed loans, the quantitative risk models employed to manage price volatility and 

liquidation exposure, and the evolving regulatory landscape governing such transactions. 

Drawing on academic literature, regulatory guidance from the Basel Committee on 

Banking Supervision (BCBS), and empirical lessons from the 2022 crypto credit crisis, this 

paper argues that institutional crypto lending can be a robust and scalable asset class — 

provided that lenders deploy sophisticated collateral management systems, stress-tested 

risk models, and compliance frameworks commensurate with the unique operational 

and market risks of digital assets. The paper further identifies key distinctions between 

institutional and retail crypto lending, examines custody architecture, counterparty risk, 

and systemic contagion dynamics, and offers a forward-looking framework for 

sustainable institutional program design.
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1. Introduction
The emergence of Bitcoin as a legitimate institutional asset class has fundamentally altered 

the landscape of secured lending. With Bitcoin's market capitalization reaching 

approximately $1 trillion — representing roughly 10% of the total global valuation of gold at 

$11 trillion — the case for deploying digital assets as collateral in institutional credit 

facilities has moved from theoretical proposition to operational reality 1 . As of Q3 2025, 

the global crypto-backed lending market had reached a new all-time high of $73.6 billion, 

reflecting a compound growth trajectory that few traditional asset classes have matched 2

.

However, the institutional deployment of crypto-backed lending infrastructure is not a 

straightforward extension of retail crypto loan products. The risk architecture, collateral 

mechanics, and compliance framework are categorically different, and getting them right is 

what separates viable institutional programs from expensive mistakes. The collapse of 

major centralized crypto lenders — including Celsius Network, Voyager Digital, and BlockFi 

— during the 2022 crypto credit crisis exposed the catastrophic consequences of deploying 

institutional-scale capital without institutional-grade risk management 3 . These failures, 

which collectively involved tens of billions of dollars in client assets, were not primarily 

attributable to Bitcoin's volatility per se, but rather to fundamental deficiencies in collateral 

management, liquidity risk frameworks, and governance structures 4 .

This paper addresses the gap between the theoretical promise of Bitcoin-backed 

institutional lending and the practical requirements for its safe and scalable execution. 

Section 2 surveys the current institutional crypto lending landscape, including market 

structure, participant typology, and growth dynamics. Section 3 presents the three-level 

collateral structure that distinguishes institutional programs from retail offerings. Section 4 

examines the quantitative risk models — including GARCH-based volatility estimation, 

Value at Risk (VaR) frameworks, and stress testing methodologies — that underpin sound 

collateral management. Section 5 addresses custody architecture and operational risk, with 



particular attention to multi-signature and multi-party computation (MPC) solutions. 

Section 6 analyzes counterparty risk and systemic contagion dynamics. Section 7 surveys 

the regulatory and compliance landscape, including the BCBS prudential standards for 

crypto-asset exposures and the EU's Markets in Crypto-Assets (MiCA) regulation. Section 8 

provides a structural comparison between institutional and retail crypto lending. Section 9 

draws empirical lessons from the 2022 crypto credit crisis. Section 10 proposes a forward-

looking framework for institutional program design, and Section 11 concludes.

2. The Institutional Crypto Lending Landscape

2.1 Market Structure and Growth Trajectory

The crypto-backed lending market has undergone a dramatic evolution over the past five 

years. From a standing start of approximately $1 billion in total lending volume at the 

beginning of 2020, the market grew more than tenfold to over $15 billion by year-end, 

driven by surging institutional interest in digital assets and the rapid expansion of 

decentralized finance (DeFi) protocols 1 . The subsequent 2022 crypto credit crisis 

precipitated a sharp contraction, with the centralized finance (CeFi) lending market 

declining approximately 68% from its peak to $11.2 billion at the end of Q4 2024 5 . 

Nevertheless, the market demonstrated remarkable resilience: by Q3 2025, total crypto-

backed lending had rebounded to a new all-time high of $73.6 billion, driven by the entry of 

regulated financial institutions, the maturation of custody infrastructure, and the approval 

of spot Bitcoin exchange-traded funds (ETFs) by the U.S. Securities and Exchange 

Commission 2 .

The market is bifurcated between centralized finance (CeFi) and decentralized finance 

(DeFi) lending. CeFi platforms — including institutional prime brokers, regulated banks, and 

digital asset lending desks — operate under contractual frameworks with identifiable 

counterparties, negotiated loan terms, and compliance obligations. DeFi protocols, by 

contrast, operate via smart contracts on public blockchains, with algorithmic collateral 

management and no central intermediary 6 . For institutional purposes, CeFi remains the 

dominant modality, though DeFi protocols are increasingly being examined as 

infrastructure layers for institutional execution.

A landmark transaction in 2024 illustrated the trajectory of institutional crypto lending: 

Sygnum Bank, a Swiss digital asset banking group, issued a $50 million Bitcoin-backed 

syndicated loan to Ledn — the first instance of a regulated bank providing a loan secured by 

Bitcoin and syndicating it across its institutional client base 2 . This transaction signaled a 

structural shift: institutional crypto lending was no longer the exclusive domain of crypto-

native firms, but was increasingly being executed within regulated banking frameworks.



2.2 Participant Typology

The institutional crypto lending market encompasses a diverse range of participants, each 

with distinct motivations, risk tolerances, and operational requirements:

Hedge funds and proprietary trading desks represent a particularly significant borrower 

segment. Despite strong crypto market performance in 2024, many crypto-native funds — 

particularly those with assets under management below $50 million — faced challenges in 

raising new capital, driving them to crypto lending markets to obtain leverage 2 . 

Borrowing rates for stablecoins reached mid-double-digit percentages in 2024, reflecting 

demand that exceeded supply by a factor of four to five times 2 .

2.3 The Bitcoin Collateral Thesis

Bitcoin's characteristics as collateral are both its greatest strength and its primary risk 

vector. As a bearer asset with global liquidity, 24/7 market access, and no counterparty 

issuer risk, Bitcoin offers properties that no traditional collateral asset can fully replicate. Its 

finite supply (capped at 21 million BTC) and increasing institutional adoption have 

supported a long-term appreciation thesis that makes it attractive as a collateral base for 

credit facilities 7 .

However, Bitcoin's price volatility — historically exhibiting annualized volatility of 60–80%, 

compared to 15–20% for equities and less than 10% for investment-grade bonds — creates 

collateral management challenges that require purpose-built risk frameworks 8 . The 

Participant Type Role Primary Motivation

Regulated Banks Lenders / Custodians
Fee income, client retention, 
yield generation

Digital Asset Prime Brokers Intermediaries
Spread income, client 
leverage facilitation

Hedge Funds & Prop Desks Borrowers
Leverage, capital efficiency, 
tax optimization

Corporate Treasuries Borrowers
Liquidity without asset 
disposal

Family Offices / HNWIs Borrowers Liquidity, tax deferral

Custodians & ETF Providers Lenders
Yield generation on long 
holdings

DeFi Protocols Infrastructure Algorithmic intermediation



asymmetric nature of Bitcoin's price distribution, characterized by fat tails and occasional 

extreme drawdowns exceeding 80% from peak to trough, means that standard financial risk 

models calibrated for traditional assets are systematically insufficient 9 .

3. The Three-Level Collateral Structure
Institutional crypto lending employs a three-level collateral structure that is architecturally 

distinct from both retail crypto loan products and traditional secured lending. This 

structure is designed to provide multiple layers of protection against collateral value 

deterioration, ensuring that the lender's principal is protected across a range of adverse 

market scenarios.

3.1 Level One: Initial Collateralization and Loan-to-Value Ratio

The first level of the institutional collateral structure is the initial collateralization 

requirement, expressed as a Loan-to-Value (LTV) ratio. The LTV ratio defines the maximum 

loan amount as a percentage of the collateral's current market value. In institutional crypto 

lending, initial LTV ratios are typically set conservatively — commonly in the range of 50% to 

70% — reflecting the elevated volatility of crypto assets relative to traditional collateral 1  

10 .

An initial LTV of 50% means that a borrower wishing to obtain a $10 million loan must post 

$20 million worth of Bitcoin as collateral. This over-collateralization of 200% (or a 

collateralization ratio of 2:1) provides a substantial buffer against price declines before the 

lender's principal is at risk. The appropriate initial LTV is determined by a combination of 

factors, including the historical and implied volatility of the collateral asset, the loan tenor, 

the liquidity of the collateral in secondary markets, and the lender's own risk appetite and 

capital requirements 11 .

Academic research supports the use of conservative initial LTV ratios for crypto collateral. 

Kozhan and Viswanath-Natraj (2021) demonstrate that the average LTV for Ethereum 

collateral in decentralized lending protocols is significantly lower than for traditional 

financial assets, reflecting the market's implicit recognition of crypto's elevated volatility 

risk 12 . Similarly, Chiu et al. (2022) identify the haircut — the percentage discount applied 

to collateral value — as a key parameter in crypto lending, noting that appropriate haircut 

calibration is essential to system stability 13 .

The initial LTV ratio in institutional programs is typically negotiated bilaterally between 

lender and borrower, taking into account the borrower's creditworthiness, the specific 

collateral asset, and prevailing market conditions. This bilateral negotiation is a key 

distinction from retail crypto lending platforms, which typically apply standardized, non-

negotiable LTV ratios.



3.2 Level Two: Margin Call Thresholds and Collateral Top-Up 
Obligations

The second level of the collateral structure consists of margin call thresholds — predefined 

LTV levels at which the borrower is required to post additional collateral or reduce the 

outstanding loan balance. In institutional programs, margin call thresholds are typically set 

at LTV ratios of 65–75%, representing a meaningful deterioration from the initial LTV but still 

providing a buffer before forced liquidation 10 .

When the collateral's market value declines sufficiently to breach the margin call threshold, 

the lender issues a formal margin call, requiring the borrower to restore the LTV ratio to the 

initial level within a specified cure period — typically 24 to 72 hours in institutional 

programs, compared to near-instantaneous automated responses in retail platforms 6 . 

The cure period is a critical institutional feature: it provides the borrower with an 

opportunity to post additional collateral, partially repay the loan, or negotiate alternative 

arrangements, thereby reducing the risk of forced liquidation at distressed prices.

The design of margin call thresholds requires careful calibration. Thresholds set too close 

to the initial LTV will generate frequent margin calls during normal market volatility, 

creating operational burden and potentially forcing borrowers to liquidate other assets at 

inopportune times. Thresholds set too far from the initial LTV may provide insufficient 

protection against rapid price declines. Academic literature on DeFi lending protocols 

provides useful benchmarks: Chiu et al. (2022) document that liquidation thresholds in 

major DeFi protocols are typically set 10–20 percentage points above the initial LTV, a range 

that has proven broadly effective in preserving system solvency during market stress 13 .

Institutional programs also typically incorporate dynamic margin call thresholds that adjust 

based on prevailing market volatility. During periods of elevated volatility — as measured, 

for example, by a GARCH-based volatility estimate or the Bitcoin implied volatility index 

(BVIV) — thresholds may be tightened to provide additional protection. This dynamic 

approach reflects the time-varying nature of crypto asset risk and is consistent with best 

practices in traditional secured lending 14 .

3.3 Level Three: Forced Liquidation Protocols

The third and final level of the collateral structure is the forced liquidation protocol — the 

mechanism by which the lender sells the collateral to recover the outstanding loan balance 

when the LTV ratio exceeds the liquidation threshold. In institutional programs, the 

liquidation threshold is typically set at LTV ratios of 80–90%, representing a level at which 

the lender's principal is at material risk 10  11 .

Forced liquidation in institutional crypto lending is a more complex undertaking than in 

retail platforms. The large transaction sizes involved — often tens or hundreds of millions of 

dollars — mean that liquidation must be executed carefully to avoid significant market 



impact. Institutional lenders typically employ algorithmic execution strategies, including 

time-weighted average price (TWAP) and volume-weighted average price (VWAP) 

algorithms, to minimize slippage and market impact during liquidation 15 . In some cases, 

lenders may engage multiple execution venues — including centralized exchanges, over-

the-counter (OTC) desks, and dark pools — to distribute the liquidation across liquidity 

sources.

The legal enforceability of liquidation rights is a critical consideration in institutional 

programs. Unlike DeFi protocols, which execute liquidation automatically via smart 

contract, institutional CeFi programs rely on contractual rights that must be perfected 

under applicable law. The legal treatment of cryptocurrency as collateral varies significantly 

across jurisdictions: in the United States, cryptocurrency may be treated as a "general 

intangible" or "investment property" under the Uniform Commercial Code (UCC), with 

perfection of security interest requiring either possession or a control agreement 16 . 

Institutional lenders must ensure that their security interests are properly perfected in all 

relevant jurisdictions to avoid subordination in the event of borrower insolvency.

The three-level structure can be summarized as follows:

4. Quantitative Risk Models for Crypto Collateral
Sound institutional crypto lending requires quantitative risk models capable of capturing 

the unique statistical properties of crypto asset returns. Standard financial risk models — 

developed for equities, bonds, and foreign exchange — are systematically inadequate for 

crypto assets, which exhibit fat-tailed return distributions, time-varying volatility, and 

occasional extreme drawdowns that exceed the predictions of normal distribution-based 

models 8  9 .

Level Mechanism Typical Threshold Purpose

Level 1 Initial LTV Ratio 50–70% LTV
Establish over-
collateralization 
buffer

Level 2
Margin Call 
Threshold

65–75% LTV
Trigger collateral top-
up obligation

Level 3 Forced Liquidation 80–90% LTV
Protect lender 
principal via 
collateral sale



4.1 GARCH-Based Volatility Modeling

The Generalized Autoregressive Conditional Heteroskedasticity (GARCH) family of models 

has emerged as the dominant framework for modeling Bitcoin volatility in academic and 

practitioner literature. GARCH models capture the key empirical features of crypto asset 

returns: volatility clustering (periods of high volatility tend to be followed by further high 

volatility), mean reversion in volatility, and asymmetric responses to positive and negative 

shocks 17 .

Empirical research has evaluated multiple GARCH specifications for Bitcoin volatility 

modeling. The Hyperbolic GARCH (HYGARCH) model has been identified as providing 

superior fit for Bitcoin returns, capturing the long memory in volatility that characterizes 

Bitcoin's time series 18 . The Exponential GARCH (EGARCH) model is also widely used, as it 

captures the asymmetric "leverage effect" — the tendency for negative price shocks to 

increase volatility more than positive shocks of equal magnitude 19 .

For institutional collateral management purposes, GARCH-based volatility estimates are 

used to:

• Calibrate initial LTV ratios: Higher GARCH-estimated volatility warrants lower initial 

LTV ratios to maintain a given level of collateral protection.

• Set dynamic margin call thresholds: Thresholds are adjusted upward (i.e., tightened) 

during periods of elevated GARCH-estimated volatility.

• Compute Value at Risk (VaR): GARCH-filtered residuals are used to estimate the 

distribution of potential collateral value losses over a given horizon.

• Conduct stress testing: GARCH models are used to simulate extreme but plausible 

adverse scenarios for collateral value.

4.2 Value at Risk and Expected Shortfall

Value at Risk (VaR) is a standard risk metric in institutional finance, representing the 

maximum loss expected over a given time horizon at a specified confidence level. For 

institutional crypto lending, VaR is typically computed at the 99% confidence level over a 

one-day or five-day horizon, consistent with Basel III market risk requirements 20 .

However, standard VaR methodologies — including historical simulation and parametric 

VaR based on normal distribution assumptions — systematically underestimate the tail risk 

of crypto assets. Bitcoin's return distribution exhibits excess kurtosis (fat tails) that means 

extreme losses occur far more frequently than normal distribution models predict 9 . 

Academic research has demonstrated that GARCH-based VaR models, which account for 

time-varying volatility and fat-tailed conditional distributions, provide significantly more 

accurate risk estimates for Bitcoin than standard approaches 17  18 .



Expected Shortfall (ES), also known as Conditional VaR (CVaR), is increasingly preferred 

over VaR in institutional risk management as it captures the expected loss in the tail of the 

distribution — i.e., the average loss given that the loss exceeds the VaR threshold. ES is 

more sensitive to tail risk and is required under the Basel III Fundamental Review of the 

Trading Book (FRTB) framework 20 . For institutional crypto lending, ES provides a more 

conservative and informative measure of collateral risk than VaR alone.

The following table summarizes the key risk metrics and their application in institutional 

crypto lending:

4.3 Stress Testing and Scenario Analysis

Stress testing is an essential component of institutional crypto lending risk management. 

Historical stress scenarios for Bitcoin include:

• March 2020 COVID-19 shock: Bitcoin declined approximately 50% in a single day 

(March 12, 2020), triggering widespread margin calls across crypto lending platforms.

• May 2021 correction: Bitcoin declined approximately 53% from its April 2021 peak to 

its July 2021 trough, sustained over approximately 10 weeks.

• 2022 crypto credit crisis: Bitcoin declined approximately 77% from its November 2021 

peak to its November 2022 trough, accompanied by the collapse of multiple major 

lending platforms.

Institutional risk models must be calibrated to withstand these historical stress scenarios 

while also incorporating forward-looking scenarios based on macroeconomic and market 

Risk Metric Definition Application in Crypto Lending

Historical Volatility (30-day)
Standard deviation of daily 
returns over 30 days

Baseline LTV calibration

GARCH Volatility
Conditional volatility from 
GARCH model

Dynamic threshold 
adjustment

VaR (99%, 1-day)
Max loss at 99% confidence 
over 1 day

Margin buffer sizing

Expected Shortfall (ES)
Expected loss beyond VaR 
threshold

Stress scenario capital 
allocation

Maximum Drawdown Peak-to-trough price decline Liquidation scenario analysis

Correlation with Loan 
Portfolio

BTC correlation with other 
collateral assets

Concentration risk 
management



structure assumptions. Geometric Brownian Motion (GBM) with rolling volatility has been 

proposed as a mathematical framework for modeling collateral price movements in volatile 

crypto markets, providing a tractable basis for Monte Carlo simulation of collateral value 

paths 21 .

Scenario analysis should also incorporate liquidity stress scenarios — situations in which 

the market for the collateral asset becomes temporarily illiquid, preventing timely 

liquidation at fair value. Bitcoin's 24/7 global market and deep liquidity in major exchanges 

provide some protection against liquidity stress, but large institutional liquidations can still 

move markets significantly, particularly during periods of broader market stress when bid-

ask spreads widen and market depth decreases.

4.4 Collateral Haircut Methodology

A collateral haircut is the percentage discount applied to the market value of collateral 

when computing its eligible value for lending purposes. Haircuts serve as a buffer against 

adverse price movements between the time a loan is originated and the time collateral can 

be liquidated in the event of default. The appropriate haircut for Bitcoin collateral is a 

function of:

• Price volatility: Higher volatility warrants larger haircuts.

• Liquidation horizon: Longer liquidation horizons (i.e., the time required to sell the 

collateral) require larger haircuts.

• Market liquidity: Thinner markets require larger haircuts to account for market impact.

• Confidence level: Higher confidence levels (e.g., 99.9% vs. 99%) require larger haircuts.

The International Monetary Fund (IMF) has developed a Dynamic Asset-Specific Volatility 

(DASV) model for determining haircuts on volatile collateral, which provides a rigorous 

quantitative framework applicable to crypto assets 22 . Academic research on collateral 

haircut validation has emphasized the importance of capturing tail risk in haircut models, 

noting that proxy-based approaches that rely on standard volatility measures may 

systematically underestimate the haircuts required for assets with fat-tailed return 

distributions 23 .

5. Custody Architecture and Operational Risk
Custody is the foundational infrastructure layer of institutional crypto lending. Unlike 

traditional financial assets, which are held in dematerialized form by regulated custodians 

under established legal frameworks, cryptocurrency custody involves the management of 

private cryptographic keys — the loss or compromise of which results in the permanent and 

irreversible loss of the underlying assets. The operational risk associated with crypto 



custody is therefore qualitatively different from traditional custody risk, and requires 

purpose-built security architecture 24 .

5.1 Custody Models

Institutional crypto custody solutions fall into three broad categories:

Self-Custody: The institution manages its own private keys, typically using cold storage 

(offline hardware security modules or air-gapped computers) for the majority of assets and 

hot wallets (internet-connected) for operational liquidity. Self-custody provides maximum 

control but requires significant internal security expertise and infrastructure 25 .

Third-Party Custody: The institution delegates custody to a qualified third-party custodian 

— such as Coinbase Custody, Fidelity Digital Assets, or BitGo — which manages private keys 

on the institution's behalf. Third-party custody provides regulatory compliance (qualified 

custodian status under applicable securities laws), insurance coverage, and operational 

efficiency, but introduces counterparty risk with respect to the custodian 26 .

Hybrid Custody: A combination of self-custody and third-party custody, typically with the 

majority of assets held in cold storage (either self-managed or third-party) and a smaller 

operational float held in hot wallets. Hybrid custody is the most common approach among 

sophisticated institutional participants, balancing security, operational efficiency, and 

regulatory compliance 27 .

5.2 Multi-Signature and Multi-Party Computation Security

The security of institutional crypto custody is typically implemented using either multi-

signature (multi-sig) or multi-party computation (MPC) cryptographic schemes. Both 

approaches require multiple independent parties to authorize any transaction, thereby 

eliminating single points of failure.

Multi-Signature (Multi-Sig): A multi-sig wallet requires a predefined number of private key 

signatures (e.g., 2-of-3 or 3-of-5) to authorize a transaction. Multi-sig is a well-established 

cryptographic primitive, supported natively by Bitcoin's scripting language, and provides 

robust protection against both external attacks and internal fraud 28 .

Multi-Party Computation (MPC): MPC-based custody uses advanced cryptographic 

protocols to distribute key generation and signing across multiple parties without any 

single party ever holding a complete private key. MPC provides similar security guarantees 

to multi-sig while offering greater operational flexibility and compatibility with a wider 

range of blockchain protocols 29 .

Academic research has confirmed the superiority of institutional custody approaches that 

combine cold storage with multi-sig or MPC schemes. Fidelity Digital Assets and other 

major institutional custodians have adopted cold-storage-based architectures with multi-



sig authorization as their primary security model 25 . The CORM (Crypto-Asset Operational 

Risk Management) framework developed by Siddiqui et al. (2024) provides a 

comprehensive taxonomy of custody-related operational risks and mitigation strategies, 

including robust private key controls, incident response plans, and regular security audits 

30 .

5.3 Operational Risk Framework

The CORM framework identifies seven operational risk pillars for institutional crypto-asset 

management: Business Model, Technology, Custody and Security, Market Access and Data, 

Confidentiality and Privacy, Compliance and Tax, and Centralization 30 . For institutional 

crypto lending, the most critical pillars are Custody and Security (private key management, 

wallet security, transaction authorization) and Technology (smart contract risk, oracle risk, 

system availability).

Illustrative case studies from the CORM framework include the BitMart exchange hack of 

December 2021, in which approximately $196 million was stolen due to compromised 

private keys, and the Binance smart contract breach of 2022, in which approximately $570 

million was stolen via a vulnerability in the BSC Token Hub bridge contract 30 . These 

incidents underscore the critical importance of robust private key controls, code audits, 

and incident response capabilities in institutional crypto operations.

For institutional lending programs specifically, operational risk management must address:

• Collateral transfer risk: The risk of loss or delay during the transfer of collateral from 

borrower to lender custody.

• Oracle risk: The risk that price feeds used to compute LTV ratios are manipulated or 

become temporarily unavailable.

• Liquidation execution risk: The risk that forced liquidation cannot be executed at the 

expected price due to market conditions or technical failures.

• Counterparty custody risk: The risk that a third-party custodian fails or is hacked, 

resulting in loss of collateral.

6. Counterparty Risk and Systemic Contagion

6.1 Counterparty Risk in Institutional Crypto Lending

Counterparty risk in institutional crypto lending encompasses both borrower default risk 

and platform/intermediary risk. Borrower default risk — the risk that the borrower fails to 

repay the loan — is mitigated by the over-collateralization structure described in Section 3. 

However, the effectiveness of collateral as a default mitigation tool depends critically on 



the lender's ability to enforce its security interest and liquidate the collateral at a price 

sufficient to recover the outstanding loan balance.

Platform risk — the risk that the lending platform or intermediary itself fails — was 

dramatically illustrated by the 2022 crypto credit crisis. The collapse of Celsius Network, 

Voyager Digital, and BlockFi revealed that even large, well-known crypto lending platforms 

could fail rapidly, leaving borrowers and depositors with limited recourse 3  4 . These 

failures were attributable to a combination of factors: liquidity and maturity mismatches in 

loan portfolios (borrowing short-term from depositors while lending long-term to 

borrowers), inadequate risk management frameworks, excessive concentration in 

correlated assets, and weak corporate governance 3 .

Institutional programs mitigate platform risk through several mechanisms: bilateral loan 

agreements with regulated counterparties, segregated collateral custody (ensuring that 

collateral is held separately from the platform's own assets), and the use of qualified 

custodians with robust insurance coverage. The use of tri-party custody arrangements — in 

which collateral is held by an independent third-party custodian rather than the lender — 

provides additional protection against platform failure 2 .

6.2 Systemic Contagion Dynamics

The 2022 crypto credit crisis provided a vivid illustration of systemic contagion dynamics in 

crypto lending markets. The collapse of the Terra/LUNA ecosystem in May 2022 triggered a 

cascade of failures across the crypto lending sector, as platforms with exposure to Terra-

related assets faced simultaneous margin calls, redemption requests, and collateral value 

declines 31 . The resulting liquidity crisis forced platforms to suspend withdrawals, 

accelerating depositor panic and further amplifying the contagion.

Academic research has documented the mechanisms of contagion in crypto markets. 

Schuler, Nadler, and Schär (2023) identify two primary contagion channels: direct exposure 

(platforms holding assets of failed counterparties) and price-mediated contagion 

(correlated price declines across crypto assets forcing simultaneous liquidations) 32 . The 

high correlation among crypto assets during stress periods — a phenomenon sometimes 

described as "crypto beta" — means that diversification across crypto collateral types 

provides limited protection during systemic stress events.

For institutional lenders, systemic contagion risk is managed through:

• Concentration limits: Caps on exposure to any single borrower, collateral asset, or 

market segment.

• Stress correlation assumptions: Using stressed (high) correlation assumptions in 

portfolio risk models during adverse scenarios.



• Liquidity reserves: Maintaining sufficient liquid reserves to meet redemption requests 

without forced asset sales.

• Cross-margining restrictions: Limiting the use of the same collateral to secure 

multiple obligations.

The IMF's framework for assessing macrofinancial risks from crypto assets emphasizes the 

importance of monitoring interconnectedness between crypto markets and the traditional 

financial system, noting that the acceptance of crypto assets as collateral creates a direct 

channel through which crypto market stress can transmit to regulated financial institutions 

33 .

7. Regulatory and Compliance Framework

7.1 Basel Committee on Banking Supervision (BCBS) Standards

The most significant regulatory development for institutional crypto lending is the Basel 

Committee on Banking Supervision's (BCBS) prudential standard for banks' exposures to 

crypto assets, finalized in December 2022 34 . This standard — the first global prudential 

framework specifically addressing crypto assets — establishes a two-group classification 

system:

Group 1 Crypto Assets: Tokenized traditional assets and stablecoins that meet strict 

classification conditions, including robust stabilization mechanisms and full redemption 

rights. Group 1 assets are subject to capital requirements broadly equivalent to those for 

the underlying traditional assets, with an additional infrastructure risk add-on of 2.5% of 

risk-weighted assets.

Group 2 Crypto Assets: All other crypto assets, including Bitcoin and Ethereum, that do not 

meet the Group 1 classification conditions. Group 2 assets are subject to a 1,250% risk 

weight — effectively requiring banks to hold capital equal to the full value of their exposure 

— reflecting the BCBS's assessment that unbacked crypto assets pose extreme risk to bank 

solvency 34 .

The practical implication of the BCBS standard is that banks wishing to engage in Bitcoin-

backed lending must hold capital equal to the full value of their Bitcoin collateral exposure, 

making such lending economically viable only if the lending spread is sufficient to cover 

this capital cost. This creates a significant competitive advantage for non-bank institutional 

lenders — such as digital asset prime brokers and crypto-native lending platforms — which 

are not subject to Basel capital requirements.

The BCBS standard also imposes strict limits on banks' aggregate Group 2 crypto asset 

exposures: banks may not hold Group 2 crypto assets in excess of 1% of their Tier 1 capital, 



with a "soft" limit of 2% triggering additional supervisory scrutiny 34 . These limits 

effectively cap the scale of bank participation in institutional crypto lending, reinforcing the 

role of non-bank intermediaries in this market.

7.2 Markets in Crypto-Assets (MiCA) Regulation

In the European Union, the Markets in Crypto-Assets (MiCA) regulation — which entered 

into force in June 2023 and became fully applicable in December 2024 — establishes a 

comprehensive regulatory framework for crypto-asset service providers (CASPs), including 

those engaged in lending activities 35 . MiCA requires CASPs to obtain authorization from 

national competent authorities, maintain minimum capital requirements, implement 

robust governance and risk management frameworks, and comply with investor protection 

and disclosure obligations.

Academic analysis of MiCA has noted that the regulation provides significant legal certainty 

for institutional crypto market participants, reducing regulatory risk and facilitating the 

entry of traditional financial institutions into the crypto lending market 36  37 . However, 

MiCA does not fully address the prudential treatment of crypto-backed lending, which 

remains subject to the BCBS standards described above for bank-regulated entities.

Avgouleas and Seretakis (2023) argue that crypto lenders should be classified as credit 

institutions under EU law and subjected to the full Capital Requirements Directive (CRD) 

and Capital Requirements Regulation (CRR) framework, including licensing requirements, 

prudential capital standards, and liquidity requirements 3 . This argument reflects a 

broader academic consensus that the regulatory treatment of crypto lending must be 

commensurate with the systemic risks it poses, particularly given the demonstrated 

potential for rapid contagion across the crypto lending sector.

7.3 U.S. Regulatory Landscape

In the United States, the regulatory framework for institutional crypto lending is 

characterized by jurisdictional fragmentation between the Securities and Exchange 

Commission (SEC) and the Commodity Futures Trading Commission (CFTC). The SEC has 

asserted jurisdiction over crypto lending products that constitute securities — including 

yield-bearing lending accounts — while the CFTC has jurisdiction over crypto derivatives 

and certain spot market activities 38  39 .

The SEC's enforcement actions against major crypto lending platforms — including BlockFi, 

which agreed to a $100 million settlement in February 2022 for offering unregistered 

securities in the form of its interest-bearing lending accounts — have significantly shaped 

the institutional crypto lending landscape in the United States 38 . Institutional programs 

must carefully structure their lending products to comply with applicable securities laws, 



including registration requirements or exemptions, accredited investor restrictions, and 

disclosure obligations.

The legal treatment of cryptocurrency as collateral under U.S. law is governed primarily by 

Article 9 of the Uniform Commercial Code (UCC), which provides a framework for perfecting 

security interests in personal property, including digital assets. Amendments to the UCC 

adopted by many states in 2022–2023 specifically address "controllable electronic records" 

(including cryptocurrency), providing clearer rules for perfecting security interests in digital 

assets through control agreements 16 .

7.4 Anti-Money Laundering and Know-Your-Customer Requirements

Institutional crypto lending programs are subject to comprehensive Anti-Money Laundering 

(AML) and Know-Your-Customer (KYC) requirements under applicable financial crime laws, 

including the Bank Secrecy Act (BSA) in the United States and the EU's Anti-Money 

Laundering Directives (AMLDs). These requirements mandate that institutional lenders 

implement robust customer due diligence procedures, transaction monitoring systems, and 

suspicious activity reporting frameworks.

The pseudonymous nature of cryptocurrency transactions creates particular AML/KYC 

challenges for institutional crypto lending. Blockchain analytics tools — such as those 

provided by Chainalysis, Elliptic, and CipherTrace — are widely used by institutional lenders 

to trace the provenance of crypto collateral, identify transactions involving sanctioned 

addresses, and monitor for suspicious activity patterns 30 .

8. Institutional vs. Retail Crypto Lending: A Structural 
Comparison
The distinction between institutional and retail crypto lending is not merely one of scale, 

but of fundamental structural differences in risk architecture, collateral mechanics, and 

compliance framework. The following table provides a comprehensive structural 

comparison:

Dimension Institutional Crypto Lending Retail Crypto Lending

Loan Size $1M – $500M+ $1,000 – $1M

LTV Ratio 50–70% (negotiated) 50–80% (standardized)

Margin Call Cure Period 24–72 hours Minutes to hours (automated)

Collateral Custody Qualified custodian / tri-party Platform-held



The most critical structural distinction is in governance and risk management. Institutional 

programs operate under formal risk governance frameworks — including board-level risk 

committees, independent risk management functions, and regular stress testing — that are 

absent from most retail platforms. The 2022 crypto credit crisis demonstrated that retail-

grade governance frameworks are wholly inadequate for institutional-scale capital 

deployment: Celsius Network, which managed approximately $25 billion in assets at its 

peak, operated with governance structures more reminiscent of a startup than a regulated 

financial institution 4 .

9. Case Studies: Lessons from the 2022 Crypto Credit 
Crisis

9.1 The Celsius Network Collapse

Celsius Network was, at its peak, one of the largest crypto lending platforms in the world, 

managing approximately $25 billion in assets and serving over 1.7 million customers. Its 

business model involved accepting crypto deposits from retail and institutional customers, 

paying interest rates of up to 18% per annum, and deploying those deposits into higher-

yielding crypto lending and investment strategies.

The collapse of Celsius in June 2022 — when the platform suspended withdrawals and 

subsequently filed for Chapter 11 bankruptcy — was the result of multiple compounding 

Liquidation Mechanism Algorithmic + OTC execution Automated smart contract

Counterparty Due Diligence
Full KYC/AML, credit 
assessment

Minimal (wallet-based)

Regulatory Framework BCBS, MiCA, SEC/CFTC, UCC Variable, often unregulated

Governance
Board oversight, risk 
committee

Algorithmic / minimal

Documentation
ISDA/bespoke bilateral 
agreements

Standardized platform T&Cs

Collateral Types BTC, ETH, select altcoins Broad crypto universe

Reporting
Regulatory reporting 
obligations

Minimal

Insurance
Custodian insurance, credit 
insurance

Limited or none



risk management failures 4  40 :

Liquidity and Maturity Mismatch: Celsius accepted short-term deposits (redeemable on 

demand) while deploying capital into illiquid long-term investments, including locked DeFi 

positions and illiquid altcoin holdings. When depositor withdrawals accelerated following 

the Terra/LUNA collapse, Celsius was unable to meet redemption requests without 

liquidating illiquid positions at distressed prices.

Concentration Risk: Celsius had significant exposure to the Terra/LUNA ecosystem and to 

stETH (staked Ethereum), both of which experienced severe price dislocations in May–June 

2022. The correlation between these positions amplified losses during the stress period.

Inadequate Risk Management: Celsius operated without a formal risk management 

framework, independent risk oversight, or stress testing program. The platform's risk 

models did not account for the possibility of simultaneous adverse movements across its 

major positions.

Regulatory Arbitrage: By operating outside the regulatory perimeter of banking 

supervision, Celsius was able to offer deposit-like products without the liquidity 

requirements, capital buffers, or deposit insurance protections that apply to regulated 

banks.

9.2 The BlockFi Case: Regulatory Reckoning

BlockFi's experience illustrates the regulatory risks facing institutional crypto lending 

platforms in the United States. In February 2022, BlockFi agreed to a $100 million 

settlement with the SEC and state securities regulators, resolving allegations that its 

interest-bearing lending accounts constituted unregistered securities 38 . The settlement 

required BlockFi to register its lending products with the SEC and comply with the 

Investment Company Act of 1940.

BlockFi subsequently filed for Chapter 11 bankruptcy in November 2022, following the 

collapse of FTX — to which BlockFi had significant exposure through a credit facility and 

collateralized loans 40 . The BlockFi case illustrates the interconnectedness of institutional 

crypto lending with broader crypto market participants, and the systemic risk implications 

of concentrated counterparty exposures.

9.3 Sygnum Bank: A Model for Institutional Compliance

In contrast to the failures of Celsius and BlockFi, Sygnum Bank's 2024 issuance of a $50 

million Bitcoin-backed syndicated loan to Ledn illustrates what institutional-grade crypto 

lending looks like in practice 2 . As a regulated Swiss bank, Sygnum operates under the full 

supervision of the Swiss Financial Market Supervisory Authority (FINMA), maintaining 

capital requirements, liquidity standards, and governance frameworks commensurate with 

its banking license. The loan was structured with institutional-grade collateral 



management, qualified custody, and bilateral documentation — a model that stands in 

sharp contrast to the retail-grade infrastructure of failed platforms.

10. A Forward-Looking Framework for Institutional 
Program Design
Based on the analysis presented in this paper, the following framework is proposed for the 

design of viable institutional crypto-backed lending programs:

10.1 Risk Architecture Principles

Principle 1 — Conservative Initial LTV: Initial LTV ratios should be set conservatively, 

reflecting the elevated volatility and tail risk of crypto collateral. For Bitcoin, an initial LTV of 

50–60% is appropriate under normal market conditions, with dynamic adjustment based 

on GARCH-estimated volatility.

Principle 2 — Dynamic Margin Call Thresholds: Margin call thresholds should be 

calibrated dynamically based on prevailing market volatility, tightening during periods of 

elevated volatility to provide additional protection against rapid price declines.

Principle 3 — Stress-Tested Liquidation Protocols: Liquidation protocols must be stress-

tested against historical extreme scenarios (including the March 2020 COVID shock and the 

2022 crypto credit crisis) and must account for market impact in large liquidations.

Principle 4 — Robust Custody Architecture: All collateral must be held by qualified 

custodians using institutional-grade security architecture (cold storage, multi-sig or MPC, 

segregated accounts), with no commingling of client and platform assets.

10.2 Compliance Framework Principles

Principle 5 — Regulatory Alignment: Institutional programs must be structured in 

compliance with applicable regulatory requirements, including BCBS prudential standards 

(for bank-regulated entities), MiCA (for EU-based entities), and SEC/CFTC requirements (for 

U.S.-based entities).

Principle 6 — Comprehensive KYC/AML: Robust KYC/AML procedures, including 

blockchain analytics for collateral provenance tracing, must be implemented for all 

borrowers and collateral assets.

Principle 7 — Legal Perfection of Security Interests: Security interests in crypto collateral 

must be properly perfected under applicable law in all relevant jurisdictions, including 

through control agreements under the UCC (in the United States) or equivalent 

mechanisms in other jurisdictions.



10.3 Governance Principles

Principle 8 — Independent Risk Oversight: Institutional programs must be governed by 

independent risk management functions, with board-level risk committees and regular 

stress testing and scenario analysis.

Principle 9 — Concentration Limits: Formal concentration limits must be established for 

borrower exposure, collateral asset exposure, and market segment exposure, with regular 

monitoring and reporting.

Principle 10 — Transparency and Disclosure: Institutional programs should maintain high 

standards of transparency and disclosure, including regular reporting of portfolio 

composition, risk metrics, and stress test results to relevant stakeholders and regulators.

11. Conclusion
Bitcoin as institutional collateral is a trillion-dollar thesis with genuine structural merit. The 

combination of Bitcoin's global liquidity, finite supply, and increasing institutional adoption 

creates a compelling case for its use as collateral in institutional credit facilities. However, 

the realization of this potential requires a level of structural rigor — in risk modeling, 

collateral mechanics, custody architecture, and compliance framework — that is 

categorically different from the retail crypto lending products that dominated the market 

prior to the 2022 credit crisis.

The three-level collateral structure described in this paper — comprising conservative initial 

LTV ratios, dynamic margin call thresholds, and stress-tested liquidation protocols — 

provides a robust framework for managing the primary risk of Bitcoin-backed lending: 

collateral value deterioration. The quantitative risk models surveyed in this paper — 

including GARCH-based volatility estimation, Expected Shortfall, and collateral haircut 

methodologies — provide the analytical tools necessary to calibrate this structure 

appropriately across market conditions.

The regulatory landscape for institutional crypto lending is evolving rapidly. The BCBS 

prudential standard of December 2022, the EU's MiCA regulation, and the ongoing 

development of U.S. regulatory frameworks are collectively establishing a more defined 

and demanding compliance environment for institutional participants. Institutions that 

invest in compliance infrastructure now will be well-positioned to capture the significant 

opportunities in institutional crypto lending as the regulatory framework matures.

The lessons of the 2022 crypto credit crisis are clear: institutional-scale capital deployment 

requires institutional-grade risk management. The failures of Celsius, Voyager, and BlockFi 

were not inevitable consequences of Bitcoin's volatility, but the predictable results of 

deploying retail-grade governance and risk management frameworks at institutional scale. 



The path forward for institutional crypto lending lies in the rigorous application of the 

principles outlined in this paper — conservative collateral management, robust custody 

architecture, comprehensive compliance frameworks, and independent risk oversight — to 

build programs that are resilient, scalable, and worthy of institutional trust.

12. Contact Information
CR Equity AI

Institutional Digital Asset Research & Advisory

For further information regarding this research, institutional crypto lending program 

design, risk model development, or regulatory compliance advisory services, please 

contact:

Robert Stewart

Chief Executive Officer

CR Equity AI

Email: research@crequityai.com

Website: www.crequityai.com

LinkedIn: linkedin.com/company/crequityai

For institutional inquiries, research partnerships, or speaking engagements, please reach 

out directly via the contact details above. CR Equity AI provides bespoke research, risk 

model development, and strategic advisory services to institutional participants in digital 

asset markets.

References
[1] Greengage (2024 ). Crypto-Backed Lending: Onwards and Upwards

[2] Membrane Labs (2024 ). Understanding Crypto Lending Growth in 2024 Through Key 

Drivers and Institutional Strategies

[3] Avgouleas, E. & Seretakis, A. (2023 ). How Should Crypto Lending Be Regulated Under EU 

Law? European Business Organization Law Review

[4] Lofton, L. (2024 ). The New Frontier for Bankruptcy: Crypto. Cardozo Arts & 

Entertainment Law Journal, 42

[5] Binance (2025 ). Galaxy Crypto Lending Market Report: CeFi Lending Market Q4 2024

[6] Gudgeon, L. et al. (2021 ). Financial Intermediation and Risk in Decentralized Lending 

Protocols. arXiv:2107.14678

mailto:research@crequityai.com
http://www.crequityai.com/
https://www.greengage.co/wp-content/uploads/2024/07/304157_1b5853ca0b5c4bc2afe15c2b8c4f8f27.pdf
https://www.greengage.co/wp-content/uploads/2024/07/304157_1b5853ca0b5c4bc2afe15c2b8c4f8f27.pdf
https://www.greengage.co/wp-content/uploads/2024/07/304157_1b5853ca0b5c4bc2afe15c2b8c4f8f27.pdf
https://www.greengage.co/wp-content/uploads/2024/07/304157_1b5853ca0b5c4bc2afe15c2b8c4f8f27.pdf
https://membranelabs.com/2024-crypto-lending-growth/
https://membranelabs.com/2024-crypto-lending-growth/
https://membranelabs.com/2024-crypto-lending-growth/
https://membranelabs.com/2024-crypto-lending-growth/
https://membranelabs.com/2024-crypto-lending-growth/
https://link.springer.com/article/10.1007/s40804-023-00293-3
https://link.springer.com/article/10.1007/s40804-023-00293-3
https://link.springer.com/article/10.1007/s40804-023-00293-3
https://link.springer.com/article/10.1007/s40804-023-00293-3
https://link.springer.com/article/10.1007/s40804-023-00293-3
https://larc.cardozo.yu.edu/cgi/viewcontent.cgi?article=1766&context=cardozoaelj
https://larc.cardozo.yu.edu/cgi/viewcontent.cgi?article=1766&context=cardozoaelj
https://larc.cardozo.yu.edu/cgi/viewcontent.cgi?article=1766&context=cardozoaelj
https://larc.cardozo.yu.edu/cgi/viewcontent.cgi?article=1766&context=cardozoaelj
https://larc.cardozo.yu.edu/cgi/viewcontent.cgi?article=1766&context=cardozoaelj
https://www.binance.com/en/square/post/23082489576673
https://www.binance.com/en/square/post/23082489576673
https://www.binance.com/en/square/post/23082489576673
https://www.binance.com/en/square/post/23082489576673
https://arxiv.org/abs/2107.14678
https://arxiv.org/abs/2107.14678
https://arxiv.org/abs/2107.14678
https://arxiv.org/abs/2107.14678
https://arxiv.org/abs/2107.14678


[7] Decker, N. (2025 ). The Future of Bitcoin: Market Maturity, Strategic Reserves, and the 

Paradox of Institutional Accumulation. SSRN 5788582

[8] Cryptocurrency Volatility and Risk Modeling: Monte Carlo Simulations, GARCH Analysis, 

and Financial Market Integration. EFMR Journal

[9] Chiu, J., Ozdenoren, E., Yuan, K., & Zhang, S. (2022 ). On the Fragility of DeFi Lending. 

SSRN 4328481

[10] Masilela, J.J., Van Wyk, R.B., & Marwa, N. (2022 ). Assessing the Variability of Crypto 

Collateral Assets in Secured Lending on the Blockchain. Development Southern Africa, 39(6)

[11] Option-Based Pricing of Secured Lending in P2P Crypto Markets. Digital Finance

[12] Kozhan, R. & Viswanath-Natraj, G. (2021 ). Decentralized Stablecoins and Collateral 

Risk. SSRN 4420816

[13] Chiu, J., Ozdenoren, E., Yuan, K., & Zhang, S. (2022 ). On the Inherent Fragility of DeFi 

Lending. Bank of Canada Staff Working Paper

[14] Measuring Value at Risk Using GARCH Model: Evidence from the Cryptocurrency 

Market. IJEK

[15] Matsushita, H. et al. (2024 ). Automating Collateral Management in Securities Lending: 

A Blockchain Approach. ATDE

[16] Crypto-Collateral. Commercial Law Journal, 21

[17] Forecasting Bitcoin Volatility and Value-at-Risk Using Stacking Machine Learning 

Models with Intraday Data. Computational Economics

[18] Exchange Rates of Currencies, Volatility of Bitcoin Returns and Value at Risk (VaR ) 

Analysis. JEIME

[19] Modeling, Forecasting the Cryptocurrency Market Volatility and Value at Risk Dynamics 

of Bitcoin. MBDD

[20] A Structural Risk Assessment Framework for Banks under Cryptocurrencies and CBDC. 

SSRN 5311988

[21] Risk Assessment for Loan Defaults in Decentralized Finance (DeFi ) Lending Platforms. 

IEEE

[22] Sakurai, Y. (2025 ). A Quantitative Approach to Central Bank Haircuts and Counterparty 

Risk Management. IMF Working Paper WP/2025/225

[23] Prorokowski, L., Deev, O., & Prorokowski, H. (2020 ). Testing Risk Proxies for Financial 

Collateral Haircuts: Adequacy of Capturing Tail Risk. Journal of Risk Finance, 21(3)

[24] Crypto Assets Custody: Taxonomy, Components, and Open Challenges. IEEE

[25] Resilient Custody of Crypto-Assets and Threshold Multisignatures. Mathematics, 8(10 )

[26] Crypto Custody: An Empirical Assessment. Journal of Financial Regulation, 11(1 )

[27] An Institutional Approach to the Custody of Crypto Assets: The Decision Making and 

Trade-Offs in Crypto Asset Custody. Journal of Securities Operations & Custody, 15(4 )

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5788582
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5788582
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5788582
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5788582
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5788582
https://public.scnchub.com/efmr/index.php/efmr/article/view/315
https://public.scnchub.com/efmr/index.php/efmr/article/view/315
https://public.scnchub.com/efmr/index.php/efmr/article/view/315
https://public.scnchub.com/efmr/index.php/efmr/article/view/315
https://public.scnchub.com/efmr/index.php/efmr/article/view/315
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4328481
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4328481
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4328481
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4328481
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4328481
https://www.tandfonline.com/doi/abs/10.1080/0376835X.2021.1906630
https://www.tandfonline.com/doi/abs/10.1080/0376835X.2021.1906630
https://www.tandfonline.com/doi/abs/10.1080/0376835X.2021.1906630
https://www.tandfonline.com/doi/abs/10.1080/0376835X.2021.1906630
https://www.tandfonline.com/doi/abs/10.1080/0376835X.2021.1906630
https://link.springer.com/article/10.1007/s42521-026-00177-4
https://link.springer.com/article/10.1007/s42521-026-00177-4
https://link.springer.com/article/10.1007/s42521-026-00177-4
https://link.springer.com/article/10.1007/s42521-026-00177-4
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4420816
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4420816
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4420816
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4420816
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4420816
http://econ.ruc.edu.cn/docs/2022-08/f0928da4e9814b9bbf49052709fadcc8.pdf
http://econ.ruc.edu.cn/docs/2022-08/f0928da4e9814b9bbf49052709fadcc8.pdf
http://econ.ruc.edu.cn/docs/2022-08/f0928da4e9814b9bbf49052709fadcc8.pdf
http://econ.ruc.edu.cn/docs/2022-08/f0928da4e9814b9bbf49052709fadcc8.pdf
http://econ.ruc.edu.cn/docs/2022-08/f0928da4e9814b9bbf49052709fadcc8.pdf
https://www.ijek.org/index.php/IJEK/article/view/133
https://www.ijek.org/index.php/IJEK/article/view/133
https://www.ijek.org/index.php/IJEK/article/view/133
https://www.ijek.org/index.php/IJEK/article/view/133
https://www.ijek.org/index.php/IJEK/article/view/133
https://journals.sagepub.com/doi/abs/10.3233/ATDE240863
https://journals.sagepub.com/doi/abs/10.3233/ATDE240863
https://journals.sagepub.com/doi/abs/10.3233/ATDE240863
https://journals.sagepub.com/doi/abs/10.3233/ATDE240863
https://journals.sagepub.com/doi/abs/10.3233/ATDE240863
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/comlrtj21&section=14
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/comlrtj21&section=14
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/comlrtj21&section=14
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/comlrtj21&section=14
https://link.springer.com/article/10.1007/s10614-024-10713-2
https://link.springer.com/article/10.1007/s10614-024-10713-2
https://link.springer.com/article/10.1007/s10614-024-10713-2
https://link.springer.com/article/10.1007/s10614-024-10713-2
https://link.springer.com/article/10.1007/s10614-024-10713-2
http://journals.eikipub.com/index.php/JEIME/article/view/483
http://journals.eikipub.com/index.php/JEIME/article/view/483
http://journals.eikipub.com/index.php/JEIME/article/view/483
http://journals.eikipub.com/index.php/JEIME/article/view/483
http://journals.eikipub.com/index.php/JEIME/article/view/483
https://dergipark.org.tr/en/pub/mbdd/article/726952
https://dergipark.org.tr/en/pub/mbdd/article/726952
https://dergipark.org.tr/en/pub/mbdd/article/726952
https://dergipark.org.tr/en/pub/mbdd/article/726952
https://dergipark.org.tr/en/pub/mbdd/article/726952
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5311988
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5311988
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5311988
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5311988
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5311988
https://ieeexplore.ieee.org/abstract/document/11390448/
https://ieeexplore.ieee.org/abstract/document/11390448/
https://ieeexplore.ieee.org/abstract/document/11390448/
https://ieeexplore.ieee.org/abstract/document/11390448/
https://ieeexplore.ieee.org/abstract/document/11390448/
https://www.imf.org/-/media/Files/Publications/WP/2025/English/wpiea2025225-source-pdf.ashx
https://www.imf.org/-/media/Files/Publications/WP/2025/English/wpiea2025225-source-pdf.ashx
https://www.imf.org/-/media/Files/Publications/WP/2025/English/wpiea2025225-source-pdf.ashx
https://www.imf.org/-/media/Files/Publications/WP/2025/English/wpiea2025225-source-pdf.ashx
https://www.imf.org/-/media/Files/Publications/WP/2025/English/wpiea2025225-source-pdf.ashx
https://www.emerald.com/jrf/article/21/3/299/255642
https://www.emerald.com/jrf/article/21/3/299/255642
https://www.emerald.com/jrf/article/21/3/299/255642
https://www.emerald.com/jrf/article/21/3/299/255642
https://www.emerald.com/jrf/article/21/3/299/255642
https://ieeexplore.ieee.org/abstract/document/10174959/
https://ieeexplore.ieee.org/abstract/document/10174959/
https://ieeexplore.ieee.org/abstract/document/10174959/
https://ieeexplore.ieee.org/abstract/document/10174959/
https://www.mdpi.com/2227-7390/8/10/1773
https://www.mdpi.com/2227-7390/8/10/1773
https://www.mdpi.com/2227-7390/8/10/1773
https://www.mdpi.com/2227-7390/8/10/1773
https://academic.oup.com/jfr/article-abstract/11/1/73/8102896
https://academic.oup.com/jfr/article-abstract/11/1/73/8102896
https://academic.oup.com/jfr/article-abstract/11/1/73/8102896
https://academic.oup.com/jfr/article-abstract/11/1/73/8102896
https://www.ingentaconnect.com/content/hsp/jsoc/2023/00000015/00000004/art00003
https://www.ingentaconnect.com/content/hsp/jsoc/2023/00000015/00000004/art00003
https://www.ingentaconnect.com/content/hsp/jsoc/2023/00000015/00000004/art00003
https://www.ingentaconnect.com/content/hsp/jsoc/2023/00000015/00000004/art00003
https://www.ingentaconnect.com/content/hsp/jsoc/2023/00000015/00000004/art00003


[28] Enhancing Multi-Signature Cryptocurrency Wallets with Risk-Based Authentication. 

University of Calgary

[29] Shared-Custodial Wallet for Multi-Party Crypto-Asset Management. Future Internet, 

17(1 )

[30] Siddiqui, S. et al. (2024 ). Conceptualizing an Institutional Framework to Mitigate 

Crypto-Assets' Operational Risk. Journal of Risk and Financial Management, 17(12), 550

[31] Malysheva, O.A. Systemic Risk in Decentralized Finance: Stablecoins, Runs, and Shock 

Transmission. IJNREFM

[32] Schuler, K., Nadler, M., & Schär, F. (2023 ). Contagion and Loss Redistribution in Crypto 

Asset Markets. Economics Letters

[33] IMF (2022 ). Assessing Macrofinancial Risks from Crypto Assets

[34] What Crypto Risks Can Banks Take (in the EU )? SSRN 5400147 (discussing BCBS 

December 2022 prudential standard)

[35] Zetzsche, D.A., Annunziata, F., Arner, D.W. et al. (2021 ). The Markets in Crypto-Assets 

Regulation (MiCA) and the EU Digital Finance Strategy. Capital Markets Law Journal, 16(2), 

203

[36] Van Der Linden, T. & Shirazi, T. (2023 ). Markets in Crypto-Assets Regulation: Does It 

Provide Legal Certainty and Increase Adoption? Financial Innovation

[37] Teichmann, F.M.J., Boticiu, S.R., & Sergi, B.S. (2024 ). The EU MiCA Directive: Chances 

and Risks from a Compliance Perspective. Journal of Money Laundering Control, 27(2)

[38] Regulatory Fragmentation: Investor Reaction to SEC and CFTC Enforcement in Crypto 

Markets. Boston College Law Review, 64

[39] Toward Regulatory Coherence in Crypto Markets: SEC-CFTC Interpretive Guidance and 

a Functional Taxonomy of Digital Assets. SSRN 6473438

[40] Gorton, G.B. & Zhang, J.Y. (2024 ). Bank Runs During Crypto Winter. Harvard Business 

Law Review, 14

https://ucalgary.scholaris.ca/items/514037f3-3d69-492f-9902-fd71c47cccf7
https://ucalgary.scholaris.ca/items/514037f3-3d69-492f-9902-fd71c47cccf7
https://ucalgary.scholaris.ca/items/514037f3-3d69-492f-9902-fd71c47cccf7
https://ucalgary.scholaris.ca/items/514037f3-3d69-492f-9902-fd71c47cccf7
https://ucalgary.scholaris.ca/items/514037f3-3d69-492f-9902-fd71c47cccf7
https://www.mdpi.com/1999-5903/17/1/7
https://www.mdpi.com/1999-5903/17/1/7
https://www.mdpi.com/1999-5903/17/1/7
https://www.mdpi.com/1999-5903/17/1/7
https://www.mdpi.com/1999-5903/17/1/7
https://www.mdpi.com/1911-8074/17/12/550
https://www.mdpi.com/1911-8074/17/12/550
https://www.mdpi.com/1911-8074/17/12/550
https://www.mdpi.com/1911-8074/17/12/550
https://www.mdpi.com/1911-8074/17/12/550
https://ijnrefm.com/wp-content/uploads/ijnrefm-vol-2-issue1-114.pdf
https://ijnrefm.com/wp-content/uploads/ijnrefm-vol-2-issue1-114.pdf
https://ijnrefm.com/wp-content/uploads/ijnrefm-vol-2-issue1-114.pdf
https://ijnrefm.com/wp-content/uploads/ijnrefm-vol-2-issue1-114.pdf
https://ijnrefm.com/wp-content/uploads/ijnrefm-vol-2-issue1-114.pdf
https://www.sciencedirect.com/science/article/pii/S016517652300335X
https://www.sciencedirect.com/science/article/pii/S016517652300335X
https://www.sciencedirect.com/science/article/pii/S016517652300335X
https://www.sciencedirect.com/science/article/pii/S016517652300335X
https://www.sciencedirect.com/science/article/pii/S016517652300335X
https://books.google.com/books?hl=en&lr=&id=yejaEAAAQBAJ
https://books.google.com/books?hl=en&lr=&id=yejaEAAAQBAJ
https://books.google.com/books?hl=en&lr=&id=yejaEAAAQBAJ
https://books.google.com/books?hl=en&lr=&id=yejaEAAAQBAJ
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5400147
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5400147
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5400147
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5400147
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5400147
https://academic.oup.com/cmlj/article-abstract/16/2/203/6324188
https://academic.oup.com/cmlj/article-abstract/16/2/203/6324188
https://academic.oup.com/cmlj/article-abstract/16/2/203/6324188
https://academic.oup.com/cmlj/article-abstract/16/2/203/6324188
https://academic.oup.com/cmlj/article-abstract/16/2/203/6324188
https://academic.oup.com/cmlj/article-abstract/16/2/203/6324188
https://link.springer.com/article/10.1186/s40854-022-00432-8
https://link.springer.com/article/10.1186/s40854-022-00432-8
https://link.springer.com/article/10.1186/s40854-022-00432-8
https://link.springer.com/article/10.1186/s40854-022-00432-8
https://link.springer.com/article/10.1186/s40854-022-00432-8
https://www.emerald.com/jmlc/article/27/2/275/1226290
https://www.emerald.com/jmlc/article/27/2/275/1226290
https://www.emerald.com/jmlc/article/27/2/275/1226290
https://www.emerald.com/jmlc/article/27/2/275/1226290
https://www.emerald.com/jmlc/article/27/2/275/1226290
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/bclr64&section=47
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/bclr64&section=47
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/bclr64&section=47
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/bclr64&section=47
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/bclr64&section=47
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6473438
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6473438
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6473438
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6473438
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6473438
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4447703
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4447703
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4447703
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4447703
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4447703

